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Preface

Notice

THISDOCUMENT ISPROVIDED "ASIS" WITH NO WARRANTIESWHATSOEVER, INCLUDING
ANY WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, FITNESS FOR ANY
PARTICULAR PURPOSE, OR ANY WARRANTY OTHERWISE ARISING OUT OF ANY PROPOSAL,
SPECIFICATION OR SAMPLE. IBM, Intel, Microsoft Corporation, Panasonic Corporation, Sony
Corporation, Toshiba Corporation, The Walt Disney Company and Warner Bros. disclaim al liahility, including
liahility for infringement of any proprietary rights, relating to use of information in this specification. No
license, express or implied, by estoppel or otherwise, to any intellectual property rights are granted herein.

This document is subject to change under applicable license provisions.

Copyright © 2007-2011 by Intel Corporation, International Business Machines Corporation, Microsoft
Corporation, Panasonic Corporation, Sony Corporation, Toshiba Corporation, The Walt Disney Company, and
Warner Bros. Third-party brands and names are the property of their respective owners.

Intellectual Property
Implementation of this specification requires alicense from AACS LA LLC.

Contact Information

Please address inquiries, feedback, and licensing requeststo AACS LA LLC:
e Licensing inquiries and requests should be addressed to licensing@aacsla.com.
o Feedback on this specification should be addressed to comment@aacsla.com.
e TheURL forthe AACSLA LLC web siteis http://www.aacda.com.
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Chapter 1
Introduction

1 Introduction

1.1 Purpose and Scope

The Advanced Access Content System (AACS) specification defines an advanced, robust and renewable
method for protecting entertainment content, including high-definition audiovisual content. The
specification is organized into several “books’. The Introduction and Common Cryptographic Elements
book defines cryptographic procedures that are common among the various defined uses of the protection
system. The AACS Pre-recorded Video Book specifies additional details for using the system to protect
audiovisual content distributed on Pre-recorded (read-only) storage media. This document (the Prepared
Video Book) specifies additional details for using the system to protect audiovisual content on recordable
storage media in a manner functionally equivalent to the AACS Pre-recorded (read-only) format.
Specifications covering other storage types, transmission media and formats are expected to be availablein
the future (see Section 1.7 below).

The use of this specification and accessto the intellectual property and cryptographic materials required to
implement it will be the subject of alicense. A license authority referred to asAACS LA LLC (heresfter
referred to asAACS LA) isresponsible for establishing and administering the content protection system
based, in part, on this specification.

1.2 Overview

The term Prepared Video (PV) refersto AACS Content that is semantically equivalent and nearly identical
syntactically to AACS Content on AACS Prerecorded Media, but in aformat appropriate to recordable
media. It may be used for Electronic Sell Through (EST, i.e., downloaded), Manufacturing on Demand
(such as via kiosks) or Managed Copy to optical media.

In addition to the general objectives described in the Introduction and Common Cryptographic Elements
book of this specification, the use of AACS for protecting Prepared Video Content was designed to meet
the following specific criteria

e Provide robust protection for delivery and playback of content in an Electronic Sell Through,
Manufacturing on Demand, or Managed Copy model.

e Enable content ownersto directly control and manage electronic sell through delivery channels.
e Beindependent of physical storage format to the degree possible.

e Provide ameansfor compliant playersto validate that the Prepared Video disc was produced with the
approval of the content owner.
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Figure 1-1 - System Overview (informational)

Figure 1-1 presents an informative overview of the system, as used for protecting video content using the
Prepared Video format for EST, as defined in this specification. Actual details and requirements of system
operation are described in subsequent chapters.
For clarity, it should be noted that when referring to material from the AACS Pre-recorded Video Book, the
term “Replicator” is functionally equivalent to the use of “Preparer” in this book.
AACS anticipates that multiple scenarios may emerge to leverage the features provided by the Prepared
Video format, but in particular two scenarios are contemplated at this time:
1. Direct download from a server to arecorder which in turn “burns’ the downloaded imageto a
recordable physical media using the PV format as defined in this specification book.
2. Managed Copy from Pre-recorded AACS Content (as defined in the AACS Pre-recorded Video
Book) to a recordable physical media using the PV format as defined in this specification book.
e NOTE: Managed Copy from a PV formatted disc to another PV formatted discisaso avalid
scenario covered by this specification. It isnot called out as a separate scenario because the
“flow” isthe same as for Managed Copy of AACS Content on Pre-recorded media.

Prepared Video is composed of:;
1. Certifiable AACS Content, as defined in the AACS Pre-recorded Video Book.

2. A Prepared Video Content Certificate, which resembles the Pre-recorded Content Certificate and
additionally includes the list of public keys of Prepared Video Authorization Servers.

3. A Prepared Video Token, cryptographically signed by a Prepared VVideo Authorization Server.

1.3 Prepared Video Workflow

The term Prepared Video Content (PVC) refersto AACS Content that is similar to Pre-recorded AACS
Content, but prepared for transfer to recordable media. It includes a Prepared Video Token aswell as anew
Content Certificate. The filenames and details are defined by the individual format groups, and by the
format-specific books in this specification.

There are two general circumstances when the Prepared Video format can be used:
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Electronic Sell Through or Manufacturing On Demand
Managed Copy

Prepared Video for Electronic Sell Through or Manufacturing On

Demand

consumer’ s request. When written in the AACS Prepared Video format, both are functionally equivaent to
the Pre-recorded version of the content. Both share the same workflow.

The typical workflow governing the use of Prepared Video for EST or MOD isillustrated and described

below.

! LICENSE PREPARER 1 AACSLA

| (3) ¥

i Prepared " Generate ¥ 4

| Video | Content Certificate | —-— 4

; Content Template 11 | AACSLASigns
i @ 1 the

E PVAS public key Signed PV i E C(;?t?%sgte
E Content Certificate |«

' PREPARED VIDEO (1) 5 } ;

1 AUTHORIZING SERVER . !

! (PVAS ] ] . Signed PV '

1(PVAS) PVAS private / public key pair Content Certficate | |

3 Prepared !

i Video Generate PV Token Content i

! Content Certificate ID !

; (6) ,

'RECORDER | MedialD 1PV7bken

E Binding Nonce !

E Recordable Media !

Figure 1-2 - Typical Workflow for Prepared Video, EST/MOD

The main steps of Figure 1-2 are:

1. TheLicensed Preparer starts with aPVAS public key. The Licensed Preparer gets this public key
in one of two ways:

a. The PVAS can generate its own public/private key pair and send its public key to the Licensed

Preparer.

b. The Licensed Preparer can generate a public/private key pair itself and then securely provide

both keysto the PVAS.

Informative Note: For option b, it is easier for the Licensed Preparer to create a separate
public/private key for each movie. Choosing option b aso means that the Licensed Preparer shall
define ameans for securely sharing those keys with the PVAS.
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2. Licensed Preparer prepares the content using AACS technology, as described in subsequent
chapters of this book.

3. Licensed Preparer creates the PV Content Certificate associated with the Prepared Video, which
includes the public key(s) of its Prepared Video Authorization Server(s) (PVAS) and sends such
certificate to AACS LA for signature.

AACS LA signsthe PV Content Certificate, and returnsit to the Licensed Preparer.

The Licensed Preparer sendsthe signed AACS PV Content Certificate to each PVASto which it
has el ected to distribute the Prepared Video. At this point, the AACS Content can now be made
available for distribution.

6. Upon arequest for Prepared Video Content, the PVAS:

a. Obtains the Media ldentifier of the AACS Recordable Media to which the AACS Content will
be bound.

b. Obtains the Binding Nonce that will be associated with the Prepared Video Token.
c. Retrievesthe PV Content Certificate associated with the Prepared Video Content requested.

d. Constructs the Prepared Video Token (PVT) based on the Content Certificate 1D, Binding
Nonce and Media|D.

e. Sends to the recorder:
i) thePrepared Video Content

Note: The Download Server would actually be responsible for sending the Prepared
Video Content to the recorder in the case where the Download Server is a separate
system from the PVAS.

ii) theassociated PV Content Certificate, and
iii) the associated Prepared Video Token.

7. Therecorder burnsthe Prepared Video Content, along with the associated PV Content Certificate
and the Prepared Video Token, on the AACS Recordable Media.

A Licensed Player isrequired to validate the PV Content Certificate and the Prepared Video Token when
playing back Prepared Video Content (see Sections 2.6 and 3.5, respectively).

1.3.2 Prepared Video for Managed Copy

The typical workflow governing the use of Prepared Video for Managed Copy isillustrated and described
below.
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Figure 1-3 - Typical Workflow for Prepared Video, Managed Copy

The main steps of Figure 1-3 are:
0. Licensed Replicator (not shown) prepares the content using AACS technology, as described in the

AACS Pre-recorded Video book, and creates the Content Certificate associated with the
Prerecorded Video and sends such Certificate to AACS LA for signature.

1. TheLicensed Preparer starts with a PVAS public key which correspondsto aMCS. The Licensed
Preparer gets this public key in one of two ways:

a. The PVAS can generate its own public/private key pair and send its public key to the Licensed
Preparer. The public key of the AACS default Managed Copy Server PVAS shall be provided
to the Licensed Preparer.

b. The Licensed Preparer can generate a public/private key pair itself and then securely provide
both keysto the PVAS.

Informative Note: For option b, it is easier for the Licensed Preparer to create a separate
public/private key for each movie. Choosing option b also means that the Licensed Preparer shall
define ameans for securely sharing those keys with the PVAS.

2. Licensed Preparer prepares the content using AACS technology, as described in subsequent
chapters of this book.

3. Licensed Preparer creates the PV Content Certificate associated with the Prepared Video and
sends such certificate to AACS LA for signature. The PV Content Certificate includes the public
key(s) of the MCS Prepared Video Authorization Server(s) (PVAS).

4. AACSLA signsthe PV Content Certificate, and returnsit to the Licensed Preparer.
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Informative note: When the source disc for aManaged Copy is a Prerecorded Video disc, the
content hash for Prepared Video Content will be identical.

5. The Licensed Preparer sends the signed AACS PV Content Certificate, Media Key Deltas (see
Section 2.8), and optionally one or more MKBsto al MCS PVAS which will authorize Managed
Copies.

6. User initiates a Managed Copy transaction, and the Managed Copy Machine (MCM) collects from
the Prerecorded or Prepared Video disc all data relevant to the making of the Managed Copy.

7. Aspart of the successful execution of the “Request Permission” portion of the Managed Copy
transaction, the MCM obtains from the destination disc and sendsto the MCS dll of the
information necessary for the construction of the Prepared Video Token, namely the Media ID and
the Binding Nonce.

8. The MCM retrieves the permission response and extracts the PV Token and PV Content
Certificate. The communication steps between the MCM and the MCS are described in detail in
Chapter 5 of this book.

9. The MCM then records to the destination disc:
a the AACS Content
b. the PV Content Certificate
c. the PV Token

1.4 Organization of this Document

This document has the same organization as the AACS Pre-recorded Video Book. Where the specification
isidentical, areference is given to the appropriate section of the AACS Pre-recorded Video Book. Only
where the use and format of Prepared Video departs from that of Pre-recorded Video, does the specification
go into details.

e  Chapter 1 provides an introduction and overview.
e  Chapter 2 describes procedures related to the authentication and revocation of Prepared Video.

e  Chapter 3 describes procedures for the production (encryption) and off-line playback (decryption) of
Prepared Video Content.

e  Chapter 4 describes the Segquence Key Block.
e  Chapter 5 describes the role of AACS Prepared Video in Managed Copy.

1.5 References

This specification shall be used in conjunction with the following publications. When the publications are
superseded by an approved revision, the revision shall apply.

e AACSLA, License agreement

e AACSIntroduction and Common Cryptographic Elements book.
e AACSPrerecorded Video Book

e AACS Recordable Video Book.

1.6 Document History

This document version 0.952 supersedes version 0.951 dated September 28, 2009 and contains NO
SPECIFICATION CHANGES. Version 0.952 contained no specification changes from version 0.951,
which corrected minor typographical errors found in the first published version (0.95) of this document.
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1.7 Future Directions

With its advanced, robust cryptography, key management and renewal mechanisms, it is expected that this
technology will develop and expand, through additions to this specification, to address content protection
for additional storage types, application formats and usage models, as authorized by AACS LA.

1.8 Notation

Except where specifically noted otherwise, this document uses the same notations and conventions for
numerical values, operations, and bit/byte ordering as described in the Introduction and Common
Cryptographic Elements book of this specification.

1.9 Terminology

Except where specifically noted otherwise, this document uses the same terminology as described in the
Introduction and Common Cryptographic Elements book of this specification.

Download Client

The component that receives the Prepared Video Content, Prepared Video Content Certificate, and
the Prepared Video Token (PVT) and places each on recordable media. This client needs to
connect to both the Download Server and the Prepared Video Authorization Server.

Download Server

A server from which Prepared Video Content is downloaded. It may be co-resident with a
Prepared Video Authorization Server (PVAS).

Electronic Sell Through (EST)
Download and burn onto an optical disc in AACS Prepared Video format. Prepared Video (PV) is
aformat which can be used for EST. See Manufacturing On Demand (MOD).

Licensed Preparer
An entity licensed to prepare AACS Content for online distribution in AACS Prepared Video
format.

Licensed Replicator
An entity licensed to produce AACS Pre-recorded Video on optical discs.

MediaKey Delta
The Media Key Delta provides a mechanism for assuring that players are able to unlock dataitems
(e.g., TitleKey Files) using the MKB recorded onto the PV disc when the data items were
encrypted by aMediaKey of adifferent MKB.

Manufacturing On Demand (MOD)
Creation of AACS Prepared Video Content on an optical disc upon request of the consumer.
Prepared Video is aformat which can be used for MOD. It uses the same technical process as
Electronic Sell Through (EST), but provides a different consumer experience.

Prepared Video (PV)
Prepared Video is a specific packaging of AACS Content on AACS Recordable Media. It can be
thought of as an AACS Pre-recorded Video adapted to a recordable format - including Content
Certificates chained back to AACS LA, Content Hash Tables and full interactivity. It isused for
Electronic Sell Through, Manufacturing On Demand, or Managed Copy to AACS recordable
discs.

Prepared Video Authorization Server (PVAS)
A server authorized by a content owner to create Prepared Video Tokensfor their AACS Content.

Prepared Video Content (PVC)
Content which has been provided in Prepared Video format. Examplesinclude: Electronic Sell
Through, Manufacturing On Demand and Managed Copy to AACS Prepared Video format.
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Prepared Video Content Certificate (PV Content Certificate)
The AACS LA signed Content Certificate which is used for Prepared Video. It is similar to the
Pre-recorded Video Content Certificate and includes the public key(s) of Prepared Video
Authorization Server(s) selected by the content owner.

Prepared Video Serial Number (PV SN)

The treatment of the PV SN isidentical to that of the PM SN described for Pre-recorded Video with
the exception that the PV SN shall be an “unguessable” Serial Number which cannot be easily
forged. If the PVSN isintended for use by the default Managed Copy Server, it contains 1 bit
which denotes whether the disc is the result of a Managed Copy operation, or an EST/MOD
transaction, followed by 95 check bits, followed by a 32 bit counter. A value of 1, in the leading
bit shall indicate that the disc is the result of a Managed Copy operation and a value of 0, shall
indicate that it is the result of an EST/MOD transaction. For additional information, refer to the
Serial Number definition in Chapter 5 of the AACS Pre-recorded Video Book.

Prepared Video Token (PVT)
A file prepared by the Prepared Video Authorization Server which binds the AACS Content to a
specific disc.

1.10 Abbreviations and Acronyms

Except where specifically noted otherwise, this document uses the same abbreviations and Acronyms as
described in the Introduction and Common Cryptographic Elements book of this specification.

AACSPV AACS Prepared Video

AACS/ROM An AACS Pre-recorded Video disc
EST Electronic Sell Through

MOD Manufacturing On Demand

PV Prepared Video

PVAS Prepared Video Authorization Server
PvC Prepared Video Content

PvCC Prepared Video Content Certificate
PV SN Prepared Video Serial Number

PVT Prepared Video Token
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Chapter 2
Content Revocation

2 Introduction

The content revocation mechanism for Prepared Video Content is very similar to that for Pre-recorded
Content. As such, in this chapter, we will refer to the AACS Pre-recorded Video Book, and only elaborate
on the key differences between the Pre-recorded Video and the Prepared Video formats.

2.1 Scope
Refer to Section 2.1 of the AACS Pre-recorded Video Book.
Summarizing the key differences:

o Aswith Pre-recorded Video, PV Content Certificate signature verification is required prior to
playback; however, with Prepared Video, verifying the signature of the Prepared Video Token is
also required.

0 Aswith Pre-recorded Video, the Volume ID and a Serial Number are used in several key
functions; however, with Prepared Video, the Volume ID and Serial Number are retrieved from
the Prepared Video Token. In Prepared Video, the Serial Number is called the Prepared Video
Seria Number (PVSN).

2.2 Content Signing Infrastructure
Refer to Section 2.2 of the AACS Pre-recorded Video Book.

2.3 Content hash table
Refer to Section 2.3 of the AACS Pre-recorded Video Book.

2.4 Prepared Video Content Certificate

The Prepared Video Content Certificateis similar in many respectsto the Pre-recorded Content Certificate.
Unless specified otherwise, the processes to compute the values in the certificate are the same as in the Pre-
recorded format. As depicted in Table 2-1, the PV Content Certificate contains two additional fields: the
number of PVAS entries and a series of PVAS public keys.

Table 2-1 - Data Format for the Prepared Video Content Certificate

Bit
Byte 7 6 5 4 3 2 1 0
0 Certificate Type: 0745
1 Reserved
2
Total_Number_of HashUnits
5
6 Total_Number_of Layers
7 Layer Number
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8

11

Number_of HashUnits

12
13

Number_of_Digests

14
15

Applicant ID

16

19

Content Sequence Number

20
21

Minimum CRL Version

22
23

Number of Prepared Video Authorizing Servers Entries

24
25

Length_Format_Specific_Section #L

26

26+L-1

Format_Specific_Section
Reserved for definition and possible extension in format adaptation books

26+L

33+L

Content Hash Table Digest #1

26+L+(N-
1)*8

33+L+(N-
1)*8

Content Hash Table Digest #N

34+L+(N-
1)*8

73+L+(N-
1)*8

Public Key of Authorizing Server #1

34+L+(N-
1)*8+(M-
1)*40

73+L+(N-
1)*8+(M-
1)*40

Public Key of Authorizing Server #M
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Bit
Byte
74+L+(N-
1)*8+(M-
1)*40

113+L +(N- Signature Data

1)*8+(M-
1)*40

Note: L isthe length determined by Length Format_Specific_Section, N is the number of Content Hash
Table Digests, and M is the number of Authorizing Servers. For an explanation of

Length Format_Specific_Section and Content Hash Table Digests, see Section 2.4 of the AACS Pre-
recorded Video Book.

Refer to the AACS Pre-recorded Video Book for the description of each field in the PV Content Certificate,
except for the following fields, which are particular to the Prepared Video format:

o A 2-byte “Number of Prepared Video Authorizing Servers Entries” field, which indicates the
total number of PVAS public keys encountered in the certificate.

o A seriesof 40 byte “Public Key of Authorizing Server” fields, containing the public key value
of each server authorized by the content owner.

Any limitations on the size of the PV Content Certificate will be defined in the format adaptation books of
this specification.

Asin the Pre-recorded case, the creation of the PV Content Certificate is performed by the Licensed
Preparer, and the signing of the certificate is performed by a secure facility operated by AACSLA. The
Licensed Preparer shall submit the certificate to the secure facility and receive the signed certificate back
from that facility. The PV Content Certificate— signed by AACS LA, will be stored on the recordable media
along with the AACS Content and the PV Token.

The AACS LA providesits Entity Public Keys (which correspond to the Entity Private Keys) to each
licensed manufacturer for inclusion in each licensed device or application produced. Licensed Products
shall treat the Entity Public Keys as Integrity Required, as defined in the license agreement. Prior to
providing accessto Certified Content, Licensed Products shall verify the signature of the PV Content
Certificate. If at any point in the process the verification fails, such access shall be aborted. Unlessthe
Licensed Product has arobust means of detecting change of the storage medium, it shall, whenever a PV
Content Certificate is re-read from the medium, either re-verify the signature of the certificate or robustly
verify that the certificate is the same as one whose signature it already verified, before using the Content
Hash Table Digest contained therein for comparisons with the CHT.

Prior to providing access to Certified Content, Licensed Products shall also read and process a Content
Revocation List having aList Version value equal to or greater than the Minimum CRL Version value, as
described in Section 2.6 of the AACS Pre-recorded Video Book.

2.5 Creation of the Prepared Video Content Certificate
Refer to Section 2.5 of the AACS Pre-recorded Video Book.

2.6 Verifying the Prepared Video Content Certificate

The Licensed Product shall verify that the PV Content Certificate corresponds to the AACS Content on the
disc: as a condition of playing, copying or other use of AACS Content stored on the recordable media as
defined in the relevant format adaptation books of this specification, a Licensed Player shall verify the
integrity of such AACS Content, using the procedure described in section 2.6 of the AACS Pre-recorded
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Video Book, and repeat such procedure at each starting use of the AACS Content. If the verification of the
PV Content Certificate fails, the Licensed Player shall stop usage of the AACS Content.

Refer to Section 2.6 of the AACS Pre-recorded Video Book for details on the verification process.

2.7 Content Revocation List (CRL)
AACS Prepared Video Content can be revoked by either the presence of an applicable Revocation Record
for Content Certificate ID in the CRL, or the presence of an applicable Recordable Media Revocation

Record (RMRR) in the CRL. Both of these records are described in Section 2.7 of the AACS Pre-recorded
Video Book.

2.7.1 Revocation Record for Content Certificate ID and Prepared Video

This record has the same meaning and functionality as described in the AACS Pre-recorded Video Book,
with the proviso that where the term Content Certificate ID is used, that the corresponding PV Content
Certificate ID used.

2.7.2 Recordable Media Revocation Record (RMRR)
The structure of this CRL record is described in Section 2.7 of the AACS Pre-recorded Video Book. The
purpose of thisrecord isto allow ameans for selectively revoking PV Content bound to specific AACS
Recordable Media | Ds. Further, this record can be used to revoke a specific Media ID of a specific AACS
Recordable Mediatype.
A Licensed Player shall check for the applicability of an RMRR to a specific piece of AACS Content
and/or media by the following steps:
1) Doesthe AACS Recordable Media Type stored in the RMRR match the AACS
Recordable Media Type in question? If not, this record is not applicable.
2) Doesthe MedialD stored in the RMRR match the Media ID of the AACS
Recordable Mediain question? If not, this record is not applicable.
3) Isthevalue of the ICCID flag stored in the RMRR equal to 1?If it isthen this
RMRR is applicable.
4) Doesthe Content Certificate ID stored in the RMRR match the PV Content
Certificate ID, if so thisRMRR is applicable, if not then this RMRR is not
applicable.

If an applicable RMRR isfound, a Licensed Player capable of supporting the AACS Prepared Video format
shall not playback the AACS Content. Further, if the RMRR was found to apply at step 3 above then the
AACS Recordable Mediais considered revoked for use with Prepared Video and a Licensed Recorder shall
not record AACS Prepared Video Content to this AACS Recordable Media.

2.8 Prepared Video Token

Prepared Video Authorization Servers (PVAS) provide to arecorder a Prepared Video Token (PVT). This
token contains the public key of the authorizing server. The integrity of this public key is assured by its
inclusion in the PV Content Certificate. Table 2-2 shows the format of the Prepared Video Token.

Table 2-2 - Data Format for Prepared Video Token

Bit
Byte 7 6 5 4 3 2 1 0

PVAS Public Key

39
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Bit
Byte 7 6 5 4 3 2 1 0

40

. Prepared Video Volume ID

55

PVSN Move

% staus | Allowed | BEE Reserved
57

. Reserved

59

60

MediaKey Delta

75

76

. Prepared Video Serial Number (PV SN)

91

92

. Prepared Video Token Signature Data
131

Each Prepared Video Token includes:

A 40 byte PVAS Public Key, the public key of the PVAS which signed the PVT.
A 16 byte Prepared Video Volume ID.

A 1 bit Prepared Video Serial Number Status Flag, where 0, indicates the PV SN is undefined and
1, means that the PV SN has been defined.

A 1 bit Move Allowed Flag, where 0, means that arecorder is not allowed to perform aMove (as
defined in Section 3.6) and 1, meansthat Move is alowed. Note: When the PV Content is a result
of a Managed Copy to non-write once media, the Move Allowed Flag shall be set to 1,.

A 1 bit Bus Encryption Enabled (BEE) Flag, where 0, means that bus encryption is not enabled for
the AACS Content covered by this PV Token, and 1, means that bus encryption is enabled for that
AACS Content.

A 16 byte Media Key Delta. A Player, after processing the Media Key Block, shall XOR the
resulting Media Key with the value in thisfield before doing further processing with the Media
Key, such as processing the Sequence Key Blocks, or decrypting various Title Keys.

The Media Key Delta provides a mechanism for assuring that players are able to unlock the Title
Key File using the MKB recorded onto the PV disc when the Title Key File was encrypted by a
Media Key corresponding to a different MKB. Informatively, the Media Key Deltavaues are
useful for several purposes:

0 When Prepared Video format is being used as a destination of a Managed Copy, the
PVAS can set the Media Key Delta value so that the Media Key from the Media Key
Block in the Managed Copy can be adjusted so that the result is the same as the Media
Key inaMediaKey Block associated with the original AACS Content.

0 The content owners can optionally design a given item of Pre-recorded Content and
Prepared Video Content to be bit-for-bit identical, including any Sequence Key
variations, even though they use different types of Media Key Blocks.
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0 ThePVASmay optionally update Media Key Blocks, which potentially contain new
revocation information, associated with previously released Prepared Video Content
without re-encrypting the original AACS Content.

o A 16 byte Prepared Video Serial Number. The treatment of the PV SN is equivalent to that of the
PMSN on AACS Pre-recorded Media

e A 40 byte Prepared Video Token Signature Data, calculated using the PVAS Private Key. The
PVT Signature Dataiis created as follows:

PVTsg = AACS Sign( PVAS;i,, MedialD || Binding Nonce || PV Content Certificate ID
| PV T gaa)

Where:

0 AACS Signisasdefined in the AACS Introduction and Common Cryptographic
Elements book.

0 PVAS,,, isthe private key associated with the PVAS public key found in the PV T.

0 MedialD isthe AACS Recordable Mediaidentifier as defined in the AACS
Recordable Video Book.

o Binding Nonceisthe AACS Binding Nonce value defined in the AACS Recordable
Video Book and associated with the Prepared Video Token file.

0 PV Content Certificate ID is a6 byte PV Content Certificate identifier, the
concatenation of the 2-byte Applicant ID and the 4-byte Content Sequence Number,
as defined in Section 2.4.

0 PVTyaaincludes bytes over the entire data up to but not including the Prepared Video
Token Signature Data.

2.8.1 Obtaining the Data for the PVT

The PVAS needs both the Binding Nonce and the Media ID from the destination media to correctly sign
the PVT. That datais not secret, and how it is communicated from the client to the PVASisadesign
decision of the PVAS. Note that recordable Licensed Drives associated with the Download Client are
required to implement the Host/Drive Authentication Protocol (see options 2 and 3 below), as defined in
Chapter 4 of the AACS Introduction and Common Cryptographic Elements book, and therefore obtaining
this datarequires a Host Certificate and its associated private key.

The EST/MOD system designer has three choices:
1. Theclientisdesigned so that it is not required to implement Host/Drive Authentication.

2. The system may be designed with an AACS Host Certificate and private key in the Download Client,
as long as the client meets the robustness requirementsin the AACS license.

3. ThePVASitself may have the AACS Host Certificate and private key and use aremote drive
authentication protocol to obtain thisinformation.

A “remote drive authentication protocol” means a protocol similar or identical to the protocol
defined for remote reading of the PMSN in Section 5.5.1 of the AACS Prerecorded Video Book.
Such aPVAS shall follow the restrictions defined in Section 5.7 of the same book. Aslong as
these restrictions are met, the PVAS may design its own protocol for this remote authentication,
or it may use the “ performReadDrive” Web service message defined for that purpose in that book,
or it may use the host private key in the Download Client, at its option.

2.8.2 Storing the PVT on the media

The Download Client stores the PVT in afile on the destination media. Additional details about file names
and locations are specified in the format specific books of this specification. The Binding Nonce shall be
committed to the destination media before performing the Managed Copy or EST/MOD transaction to
ensure that the Binding Nonce is not lost or corrupted if a power failure or other memory corruption occurs
during the transaction.
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2.9 Server Interaction for EST / MOD

The EST / MOD mode for recording Prepared Video Content differs from the Managed Copy scenario
described in Chapter 5 of this document. With Managed Copy, the source AACS Content is already known
and takes the form of a Prerecorded Video disc or another Prepared Video disc which the recorder usesto
make the copy. Thisis not the case for EST / MOD, Thismodel is characterized by AACS Content which
may be available from a download server or other source, which will generally have many different eligible
pieces of AACS Content.

Although this section refers to a“ download server” and “download client”, these are notional concepts, not
necessarily standalone components. For example, an MOD kiosk might contain elements of both a server
and aclient.

The download delivery and purchase of Prepared Video has four distinct phases:

1. Thediscovery phase. The user browses amongst the various pieces of AACS Content available on
the server to select the AACS Content and the particular offer associated with the AACS Content.

2. Theauthorization phase. The user is authorized to receive the AACS Content most likely via, but
not limited to, afinancial transaction.

3. The content delivery phase. The actual AACS Content is delivered to the client and burned on
recordable media.

4. ThePrepared Video Token delivery. A PVT isdelivered to the client and is also recorded on the
media. A valid PVT is necessary before the AACS Content can be played.

Note that phases 2 and 3 can occur in either order. Because the AACS Content is not playable until the
PVT isdelivered, the actual AACS Content can be delivered, burned, and verified on the media before the
user has been authorized to receiveit.

The next section describes an informative API for discovering content and associated offers available viaa
download server. The Get PV Content Offers API (Sections 2.9.1 and 2.9.2) supports an efficient and
flexible means of discovering PV source content through a mechanism of repetitive calls which alow
navigation of hierarchically categorized content offered for Prepared Video recording from the download
server. Offersassociated with content are also acquired using that API.

AACS also defines an informative API for phase 4. The first three phases are generally defined by the
particular online store the user is visiting, and the store will naturally choose mechanisms that are most
compatible with its current mode of operation, so these mechanisms are system-specific. The informative
phase 4 APl isthe Request PVT message (see Sections 2.9.4 and 2.9.5). It isused to obtainaPVT
associated with a destination media for the Prepared Video operation. If afinancia transaction is
necessary, it shallbe performed against the particular offer selected prior to use of the Request PVT API.

2.9.1 Get PV Content Offers
This section isinformative, describing one possible API for the content discovery phase.

The Get PV Content Offers message is a Web service APl which allows the client a flexible mechanism to
find PV Content of interest. Several pieces of meta-data can be specified to search, including the content
ID, title, aswell as a pvMetaData field which can be customized between PV Clientsand PV Servers. The
details of the Web service API are given by the contentOffers schemain Appendix A.

The Get PV Content Offers Message request contains the following information:
languageCode Thisisan SO 639 compliant language code value which allows the PV Client to

communicate its locale language information to the PV Server. The PV Server
also uses this information to prepare the appropriate offers for the response

pvSessionlD A session |D used to maintain continuity across multiple invocations of this API.
Upon first invocation, it shall be set to “0".
content ID An optiona content ID. If thisis provided, then it identifies the exact AACS
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Content desired. If amatch isfound thiswill result in aresponse containing any
available offers applicable to that AACS Content.

title This optional field allows specifying thetitle of the desired AACS Content. |If
the title does not match one known to the server, the server may use heuristics to
obtain reasonable matches.

pvMetaData An optional opague structure which contains meta-data to assist in isolating the
desired PV Content in the response. It may also be used to successively narrow
down the response through multiple invocations of this API.

contentNodeURL Download Servers can choose to organize content into categories to facilitate
searches. Thistakesthe form of a classification hierarchy. Each node of the
hierarchy is represented by apvContentNode. This optional contentNodeURL
parameter allows specifying one or more of the referencing URLS (typically
acquired from a prior invocation of this API), each of which identifies to the
download server groups for which the client is requesting lower level
information. That information will either be another node or nodesin the
hierarchy, or the call will result in identifying one or more pieces PV Content
together with applicable offers for each (see section 2.9.2 below).

If the combination of search criteria provided result in anything other than the identification of an actual
piece of PV Content (i.e., atitle), then offers are not returned. Offers are only returned which correspond
to an actual title. Therequest can be re-issued with narrower criteria until the desired title and its
associated offers are returned.

2.9.2 Get PV Content Offers Response
Thisis an informative section.

The Get PV Content Offers message response is returned by the download server when it received the Get
PV Content Offers Message request. Refer to Appendix A for the schema which describes this message
and its associated data structures.

The Get PV Content Offers M essage response contains the following information:

languageCode Thisisan SO 639 compliant language code value which tells the client which
language the PV Server has used to present the offers.

pvContentNode If the criteria provided on the request resulted in any matches for content, then
an array of one or more pvContentNodes will be returned. Included with each
pvContentNode:

contentNodeURL  URL of this Content node
parentNodeURL  URL of the parent of this Content Node, if one exists.

title Thisisatitle for the grouping, or represents the actual
title if this URL represents asingle piece of PV Content.

abstract Thisisan abstract describing the grouping, or the abstract
for the titleif this URL represents asingle piece of PV
Content.

pvOffer Thisisone or more PV offer structures and is only
included if the URL represents a single piece of PV
Content.

Oui Unique ID associated with
this offer

description Description of the offer
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image Optional Image associated
with the offer

financial ApplicationURI  Optional URI where a
client application for
performing the financial
transaction can be found.

financialHTMLURL URL where the financia
transaction can be
transacted.

price Cost of the offer.

2.9.3 Purchase Phase

These sub-sections discuss considerations for actually purchasing Prepared Video Content. Behavior and
requirements here are analogous to that described for Managed Copy in Chapter 5 of the AACS Pre-
recorded Video Book.

The fundamental concept isthat, during the purchase phase, the end user performs the financial transaction
in order to purchase a particular piece of AACS Content to be placed on a particular destination disc. The
destination disc is, of course, defined by the Media ID and the Binding Nonce. Once the Media ID and the
Binding Nonce has been associated with a particular piece of AACS Content as part of the purchase phase,
then a connection failure in the rest of the protocol can be simply retried: the PV T can be sent as many
times as necessary until the client has received it successfully. Additional PV T transmissions do not create
additional copies, because the PV T is only usable on one piece of media.

This paragraph isinformative, however, if a system implements all APIs described in Section 2.9, this
behavior is mandatory. AACS never specifies the details of the financial transaction. Instead, each online
storeis expected to use whatever financial systemis most convenient for it. AACS does require, however,
that the online store provide secure continuity between the financial transaction and the upload of the
destination Media ID and Binding Nonce. In other words, it shall not be possible for a man-in-the-middle to
substitute his own binding information during another user’s purchase. In the case that the user is sending
his credit card information under HTTPS, for example, this requirement can be achieved by having the
binding information being sent up in the same HTTPS session.

Note that the Media ID and Binding Nonce are obtained on a PC client only after performing drive
authentication. A PC client is not required to have aHost Certificate or any AACS secretsto create a
Prepared Video disc. If the server wishes to support such a secretless client, it may implement the Perform
Read Drive protocol, as defined in section 5.5.1 of the AACS Pre-recorded Video Book. With this protocol,
the client acts as a proxy while the server actually performs the drive authentication and executes
authenticated commands. In this case, the authenticated commands would be reading the Media ID and the
Binding Nonce. The client needs to observe the Media | D and Binding Nonce responses from the Drive and
remember them for the purchase phase and the Request PV T message below.

2.9.4 Get Prepared Video Token Message
This section isinformative, describing how the PVT is requested by and delivered to the PV Client.

Note that there are no security concerns with delivering the same PVT over and over again, because the
PVT istied to asingle piece of physical media. The PV Client can safely retry this message in the case of
errors. Likewise, the Prepared Video Authorization Server shall maintain a cache of recently delivered
PVTs so that they can be resent, if necessary, without requiring a new financial transaction.

Once the appropriate offer has been selected and the financia transaction has been successfully completed,
the PV Client sends a getPreparedVideoToken message to the PVAS. The getPreparedVideoToken Web
service message is described by the schemain Appendix A. It is executed synchronously and the response
isreturned as described in Section 2.9.5 below. Arguments for this message are:
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The Content ID of the particular piece of AACS Content.

Offer Unit. Thisisan optional parameter. It isastring containing the ID of the
particular offer that was selected as a part of the transaction. Its valueis system
specific. (In the case the system is using the Get PV Content message above, the
offer ID isin the response from that message.) Note that the Content ID, MediaID,
and Binding Nonce uniquely identify a transaction, so in some systemsthis
parameter may be omitted.

Information sent to the PV AS which is specific to this binding, in particular, the
Media ID and the Binding Nonce. See Table 2-3 for the format of this data

Table 2-3 - Data Format of PV Binding Data

Bit
Byte 6 5 4 3 2 1 0
0
: MedialD
15
16
Binding Nonce
31

2.9.5 Get Prepared Video Token Message Response Creation

When the Server receives a Get Prepared Video Token Message request, the contents of the message are
compared to the information received in the initial Get PV Content Offers message and any subsequent
transactions that occurred. If al the information is correct and the conditions (including the financia
transaction) have been satisfactorily met, the PV Server shall compose a*“ Get Prepared Video Token
Message Response” to be sent to the PV Client. Thisresponse message is aWeb service which is
described in Appendix A, It contains the following information:

status

statusM essage

PVTInfo

Indicates whether or not aPVT has been granted. This status field can be used to
facilitate the Application Layer’ s ability to determine the authorization status. A value
of zero indicates success.

Thisisan optional text field suitable for end users, which may contain a reason for
failure when the status code returned is non-zero (failure).

Thisfield contains the PVT and optionally other files which the PVAS may want to
update such asthe MKB. Itsformat isidentical to that sent when a Managed Copy is
made into Prepared Video format; see section 5.5.9.
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Chapter 3
Content Encryption and Decryption

3 Introduction

The content encryption and decryption mechanisms for Prepared Video Content are very similar to those
for Pre-recorded Video Content. As such, in this chapter, we will refer to the AACS Pre-recorded Video
Book, and only elaborate on the key differences between the Pre-recorded and the Prepared Content
implementations.

Note that for Prepared Video, they are two generic models for how the AACS Content arrives on the
optical disc:

1. Electronic Sell Through/Manufacturing On Demand (EST/MOD)

2. Managed Copy

In EST/MOD, the AACS Content is transmitted from a server (download and burn) before arriving on the
recordable optical media. In Managed Copy, the AACS Content is copied directly from either a Pre-
recorded optical disc or aPrepared Video disc to the recordable optical media.

In EST/MOD and Managed Copy, the Prepared Video Authorization Server (PVAS) provides a Prepared
Video Token, making the Prepared Video format functionally equivalent to the Pre-recorded format.

The following figures provide exampl es of these two models. Contrast these figures to Figure 3-1 in the
AACS Pre-recorded Video Book.

Authorization Server Licensed Re‘:\;)rg‘f"ble Playback Device
edia

—
o8B | Content 1D Recorder ) Sequence Key Set
Volume 1D READ Media ID Volume
@i Binding Nonce Device Key Set 1D
[ PVT H Sign WRITE PVT » [ Process

Licensed Preparer

MKB WRITE MKB
$— Volume ID — L
[ cur |

L cciD SKB WRITE SKB

Km/Kmv "\ES-G

Title Key  Kvu/Kvvu Kvu/Kvvu

Encrypt WRITE Encrypted Key Decrypt

Usage Rules WRITE Usage Rules
Encrypted

Content Encrypt WRITE

Content
Certificate
Public Key

Kt 1

Content

Final Revision 0.952 Page 19



Advanced Access Content System: Prepared Video book
Figure 3-1 - Prepared Video Encryption and Decryption Overview, EST/MOD

The principle differences to be noted between Figure 3-1 in this book and the AACS Pre-recorded Video
Book are:

e A recorder is between the Licensed Preparer and the recordable media.

e KCD isnotincluded, asthis construct is specific to the Pre-recorded Video format. In other
words, Type 3 MKBs are always used instead of Type 4 MKBs for recordable media.

e Volume D and PV Content Certificate ID are provided by the Licensed Preparer to the
Authorization Server, where they are packaged in the Prepared Video Token, itself
cryptographically signed and bound to the target recordable media.

e TheMediaKey Deltais needed by the PVAS to ensure all players are able to unlock the Title Key
File using the MKB recorded onto the PV disc even if the Title Key File was encrypted using a
Media Key from adifferent MKB. Licensed Preparers decide how to provide this value to the
PVAS. Options are:

0 Precaculatethe Media Key Deltafor each MKB which may be burned onto a disc, and
provide thisto the PVAS.

0 Requirethat the PVAS haveits own set of Device Keys so that it is able to process the
two MKBs (i.e., the MKB on the prerecorded disc, and the MKB on the recordable disc)
to obtain the associated Media Keys, and then X OR them together to derive the Media
Key Delta

e The playback device extracts the Volume ID from the PVT.

In Figure 3-2 provides an informative example of the same process as it applies to a Managed Copy to
the AACS Prepared Video format. Note that the authorization for making a Managed Copy is not
shown in this diagram (see Chapter 5 of this document).
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Figure 3-2 — Prepared Video Encryption and Decryption Overview, Managed Copy
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Some key things to note about Figure 3-2:
e Managed Copy can take place from either a Pre-recorded disc or a Prepared Video disc.

e TheVolumeID aways comes from the Authorization Server, even though the source of the
Managed Copy is either a Pre-recorded disc, which contains a Volume ID, or a Prepared Video
disc, which contains a Prepared Video Token containing a Volume ID.

e VolumelD isalook upinthe PVAS keyed off of the Content ID and a SHA-1 Hash of the Title
Key File (TKF Hash) stored on the source Pre-recorded or Prepared Video disc. The TKF Hash is
used to distinguish the case in Pre-recorded Content where a single Content ID was mastered more
than once and has more than one Volume ID associated with it.

e  For each unique MKB used in the original AACS Content, at least one Media Key Deltaand its
associated Type 3 MKB shall be stored in the PVAS.

e Sincethe Prepared Video format, like the Pre-recorded Video format, includes a Content Hash
Table—the transfer to the Prepared Video format on the recordable media shall be a bit-for-bit
match to the source as far as the Content Hash Table is concerned. Additional details can be
found in Chapter 5.

3.1 Content Encryption (general)
Refer to Section 3.1 of the AACS Pre-recorded Video Book.

Note that for Prepared Video, the Volume ID created by the Licensed Preparer shall be provided to the
PVAS, whereit is maintained in association with the Content ID and the TKF Hash, as defined in Chapter
5 of the AACS Introduction and Common Cryptographic Elements book.

3.2 Content Decryption (general)

Refer to Section 3.2 of the AACS Pre-recorded Video Book, but note that for Prepared Video thereis the
additional check for an applicable Recordable Media Revocation Record in the CRL and if oneisfound,
the Licensed Player shall not playback the AACS Content. This check happens after the check for an
applicable Revocation Record for Content Certificate ID.

Note: the Volume ID used in decryption of Prepared Video is extracted from the Prepared Video Token.
See Section 2.8 of this document.

Note: the MedialD is used to enable playback of AACS Prepared Video Content, it shall be discarded
upon removal of the instance of media from which it was retrieved.

3.3 Calculating the Volume Unique Keys
Refer to Section 3.3 of the AACS Pre-recorded Video Book.

3.4 AACS Encryption on Prepared Video Content for Recordable Media
Refer to Section 3.4 of the AACS Pre-recorded Video Book.

3.5 AACS Decryption on Prepared Video Content for Recordable Media
Refer to Section 3.5 of the AACS Pre-recorded Video Book.

The PV Content Certificate (PV CC) contains the public keys of all PVAS allowed to authorize Prepared
Video for that AACS Content. The PVCC isdigitally signed by AACSLA. The PVT contains the public
key of the PVAS, which shall correspond to one in the PV CC. The concatenation of the PVCC ID, the
target recordable disc Media ID, and the PV T is digitally signed by the PVAS. Thisisrepresented in Figure
3-3.
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AACS-LA Content L
[Certificate Signing Key ] [ PVAS Signing Key #N ]

Prepared Video
Content Certificate
[ Content Certificate ID ] ;/ Media ID
J Binding Nonce
PVAS Public Key #1

) Prepared Video
PVAS Public Key #2 Token

[ PVAS Public Key #N }( PVAS Public Key #N ]

A

A 4

PVCC Digital Signature PVT Digital Signature

Figure 3-3 - Prepared Video Format Digital Signature Hierarchy

Prior to providing access to Certified Content, Licensed Products shall read and validate the Prepared
Video Token following the steps below:

1. Verify that the public key of the Prepared Video Authorizing Server included in the Prepared
Video Token is also present in the PV Content Certificate.

2. Verify that the Prepared Video Token isvalid, using:

AACS Verify( PVAS,, PVT4g, MedialD || Binding Nonce || PV Content Certificate ID ||
PVT ato)

Where:

e AACS Verify isasdefined in the Introduction and Common Cryptographic Elements
book

e PVT4, isthe Prepared Video Token Signature Data, as described in Section 2.8

e PVAS,; isthe public key of the Prepared Video Authorizing Server retrieved in step 1
above

e MedialD isthe mediaidentifier present on the AACS Recordable Media
e Binding Nonce

e PV Content Certificate ID is the content identifier retrieved from the PV Content
Certificate, the concatenation of the 2-byte Applicant ID and the 4-byte Content
Sequence Number, as defined in Section 2.4

o  PVTya,includes bytes over the entire data up to but not including the Prepared Video
Token Signature Data

Licensed Players shall use a PVAS,,, value retrieved from the PV Content Certificate.

If the PVT isnot present, or if the PVT verification fails, the Licensed Player shall not playback the AACS
Content.

Asnoted in Section 3.2 above a Licensed Player will check for an applicable Recordable Media Revocation
Record in the CRL and if found, shall not playback the AACS Content.
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3.6 Secure Move of Prepared Video using the Binding Nonce

Because the Binding Nonce is used in the computation of the signature on the PV T, Managed Copy content
stored in the Prepared Video format can be securely “moved” to another destination media. The procedures
for updating the source medium during a secure move of Prepared Video Content are as follows:

1. Verify that the Prepared Video Token isvalid, using:
AACS Verify( PVASu, PVT4g, MedialD || Binding Nonce || PV Content Certificate ID || PV T gaa)
2. Verify that the Move Allowed Flag inthe PV T isset to a 1.

If the Move Allowed Flag inthe PVT is set to a 0, (meaning that Moveis“not allowed”), then the
recorder shall not continue with this move procedure.

3. Generate a new Binding Nonce and anew PV T which contains all 0’s and commits the new Binding
Nonce and new PVT to the source media.

4. Read the new Binding Nonce. The Licensed Recorder shall read the new Binding Nonce that is now
associated with the new PVT to ensure that the Binding Nonce value has been updated on the physical
media.

5. Bind the AACS Content to the destination. The recorder binds the AACS Content to the destination
using a binding method defined by the destination technology.

The recorder reads and writes the Binding Nonce as described elsawhere in this specification depending on
the format of the underlying media. In a system using adrive-host configuration (e.g., a PC), the Binding
Nonce is accessed using a drive authentication protocol as described in the Introduction and Common
Cryptographic Elements book of this specification.

The procedure defined in this section of the specification is not allowed for media (such as write-once
media) where an existing Binding Nonce cannot be destroyed or overwritten.

Informative Note: As an optimization step, AACS Content that has been securely moved from a Prepared
Video formatted disc is capable of being “re-enabled” on that same disc by obtaining anew PVT from a
PVAS. The process and rules for acquiring the new PVT are not defined in this specification and will
instead be defined in the rules of the technology which is the source for this type of a“move back” action.
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Chapter 4
Sequence Key Block

4 Introduction

The Sequence Key mechanism for Prepared Video Content isidentical to that for Pre-recorded Content.

Refer to Chapter 4 of the AACS Pre-recorded Video Book for details.
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Chapter 5
Managed Copy and Prepared Video Content

5 Introduction

The Managed Copy protocol is defined in Chapter 5 of the AACS Pre-recorded Video Book. This chapter
contains additional information that defines how the Prepared Video format can be used as a source and as
adestination for Managed Copy. Because properly formatted Prepared Video Content requires the PV
Token, Managed Copies made in PV format inherently use Server-side Binding, as defined in Chapter 5 of
the AACS Pre-recorded Video Book .

The two scenarios where Prepared Video is used in the Managed Copy process are when Prepared Video is:

e adestination for Managed Copy from an AACS Pre-recorded Video disc —aManaged Copy
Output Technology (MCOT); that is, an AACS/ROM or AACS/PV disc, to an AACS/PV disc, or

e asourcefor Managed Copy —that is, AACS/PV to an approved MCOT.

5.1 Managed Copy Machine Initiation
Refer to Section 5.1 of the AACS Pre-recorded Video Book for background.

Note that Prepared Video Content may be both the source and the destination in a single Managed Copy
transaction.

5.2 Connection Protocol
Refer to Section 5.2 of the AACS Pre-recorded Video Book.

5.3 Managed Copy Account Transactions
Refer to Section 5.3 of the AACS Pre-recorded Video Book.

5.4 MCS Certificate
Refer to Section 5.4 of the AACS Pre-recorded Video Book.

5.5 Managed Copy Messages
Refer to Section 5.5 of the AACS Pre-recorded Video Book.

55.1 Perform Read Drive

Refer to Section 5.5.1 of the AACS Pre-recorded Video Book. If the sourceisan AACS Prerecorded
Video disc, then secretless clients use the Perform Read Drive protocol to obtain the PMSN. I the source
isan AACS Prepared Video disc, then the client ssimply reads the PV SN as described in the next section.

5.5.2 Peform Read Drive Response
Refer to Section 5.5.2 of the AACS Pre-recorded Video Book.

5.5.3 Request Offer

When the source disc for aManaged Copy isan AACS Prepared Video disc, the Managed Copy Machine
shall extract the value of the PV SN in the Prepared Video Token and include this asthe PMSN in the
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Request Offer message to the Managed Copy Machine (see Section 5.5.3 of the AACS Pre-recorded Video
Book).

5.5.4 Offer Response Creation
Refer to Section 5.5.4 of the AACS Pre-recorded Video Book.

5.5.5 Offer Response Verification and Interpretation
Refer to Section 5.5.5 of the AACS Pre-recorded Video Book.

5.5.6 Check Serial Number
Refer to Section 5.5.6 of the AACS Pre-recorded Video Book.

5.5.7 Check Serial Number Response
Refer to Section 5.5.7 of the AACS Pre-recorded Video Book.

5.5.8 Request Permission
Refer to Section 5.5.8 of the AACS Pre-recorded Video Book.

When the destination MCOT is AACS Prepared Video, the MCM_MCOTInfo field of the Request
Permission message is required, then the Managed Copy Machine shall useit to send the Media D and
Binding Nonce of the target recordable disc, and a hash of the Title Key File from the source disc, to the
Managed Copy Server. The format for the MCM_MCOT Info field isgiven in Table 5-1.

Table 5-1 - Data Format of MCOTParams and/or MCM_MCOTInfo for PV MCOT

Bit

Byte 7 6 5 4 3 2 1 0

0
: MedialD
15

16

Binding Nonce
31

32

SHA-1 Hash of the Title Key File
51

The name and location of the Title Key File is format-specific, and is described in the relevant application
books of this specification.

The MCSisacting asaPVAS in the case that the destination is Prepared Video. The MCM may observe
the Media ID and Binding Nonce from the “performReadDrive” remote authentication protocol (described
in Section 5.5.1 of the AACS Pre-recorded Video Book), or it may read them itself.

5.5.9 Request Permission Response Creation

In addition to the steps described in Section 5.5.9 of the AACS Pre-recorded Video Book, when the
destination MCOT is AACS Prepared Video, the Managed Copy Server performsthe role of aPVAS.

In general, because Prerecorded Video Content and Prepared Video Content are so similar, the Managed
Copy processinto Prepared Video format is usually a bit-for-bit copy. Any exceptions to this rule are called
out in the format-specific books of this specification.
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In addition, in the case the source of the Managed Copy is Pre-recorded Video Content, the MCM shall
copy the recordable MK B, not the pre-recorded MKB, to the destination copy. Thisis because the pre-
recorded MK B might have been designed with Key Conversion Data (KCD), which is not available on
AACS Recordable Media. The MCS/PVAS shall set the MediaKey Deltafield in the PVT to make sure the
copy is playable.

The MCS/PVAS generates a PVT file for the destination. In addition, it may send anew MKB file, and it
may send other files, such asaPV Content Certificate, as required in different format-specific cases. All
these files are given in the MCS_MCOT Info field of the “Request Permission” message response. Table 5-
2 shows the format for each file.

Table5-2—-MCS MCOTInfo File Format

Bit 7 6 5 4 3 2 1 0
Byte
0
Length (N)

4

File Path/Name (M characters)
M+3
M+4 File Path/Name Delimiter (0046)
M+5

File Data
N+3

Thefields are as follows:

e Length. Thetota length of the entry (excluding this field), including the file path and name, the
path/name delimiter, and the file data. Since there may be multiple filesin the MCS _MCOTInfo,
the end of the list is denoted with a0 length.

e File Name/Path. Thisisthe ASCII name and logical location of the file. The directory separator is
the backslash (‘\'). If the file exists it shall be overwritten. Any missing directories shall be
created. If the file path or name contains invaid characters, the action is MCM-specific.

o  File Path/Name Delimiter. The end of the file path is denoted by a null character.

o FileData. Thefiledatafollows. The length of the file is Length minus the length of thefile
name/path plus the delimiter. If the file does not fit on the destination media, the action isMCM-
specific.

The MCM simply needsto copy the file data to the named destination in the destination media. The name
and path for thisfile is format specific.

In general, an MCM shall not begin copying AACS Content from the source to the destination prior to
receiving avalid response to the “ Request Permission” message. Prepared Video format output is an
exception to this rule. The MCM may begin a bit-for-bit copy of the source AACS Content into a buffer
(such as ahard disc) prior to receiving permission. This prevents the awkwardness of forcing the user to
swap discs multiple timesif the MCM only has a single Encryption Drive. Of course, the buffer copy is not
playable by a Licensed Player until it has been copied to valid destination media and given acorrect PVT
by the MCS, which happens only after avalid permission has been received.

5.6 Making a Managed Copy
Refer to Section 5.6 of the AACS Pre-recorded Video Book.
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5.7 Informative Section: Components of a Managed Copy Architecture
Refer to Section 5.7 of the AACS Pre-recorded Video Book.
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A Appendix: Prepared Video Schema

Thefollow schemaisinformative. It defines the data structures and messages necessary to implement the
optional messages described in section 2.9.

<?xm version="1.0" encodi ng="UTF-8""?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
t ar get Namespace="htt p: // ww. aacsl a. com 2008/ 01/ Pr epar edVi deo"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Scherma"
xm ns: pv="http://ww. aacsl a. coni 2008/ 01/ Pr epar edVi deo"
el ement For nDef aul t ="qual i fi ed" >
<xs: el enent nanme="pvtData" >
<xs: conpl exType>
<Xs:sequence>

<xs:elenment ref="pv:status"

m nCccurs="1" maxQccurs="1" />
<xs: el enent ref="pv:statusMessage"

m nQccurs="0" maxCccurs="1" />
<xs: el enent ref="pv:pvtlnfo" mnCccurs="1"

maxQccur s="1" />

</ Xxs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="pvCont ent Node" >
<xs: conpl exType>
<XS:sequence>

<xs: el enment ref="pv:contentNodeURL" mi nCccurs="1"
maxQccurs="1" />

<xs:el ement ref="pv:parentNodeURL" mi nCccurs="0"
maxCQccurs="1" />

<xs:elenment ref="pv:title" m nCccurs="0"
maxQccurs="1" />

<xs:elenment ref="pv:abstract” m nCccurs="0"
maxQccurs="1" />

<xs:elenment ref="pv:pvCOfer" m nCccurs="0" />

</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="pvOfer">
<xs: conpl exType>
<Xs:sequence>
<xs:elenment ref="pv:oui" mnCccurs="1" maxCccurs="1"
/>

<xs:el enent ref="pv:description" m nCccurs="1"
maxQccurs="1" />

<xs: el enent ref="pv:inmge" m nCccurs="0"
maxQccurs="1" />

<xs: el enment ref="pv:financial ApplicationURl"

m nQccur s="1"
<xs:elenment ref="pv:f
maxCccur s="1" />

maxCQccur s="1"

/>

i nanci al HTMLURL" m nCccur s="1"
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<xs:elenment ref="pv:price" mnCccurs="0"

</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs:elenment nane="title" final="restriction">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="1024" />
</xs:restriction>
</ xs:sinpl eType>
</ xs: el ement >

<xs:el enent nane="description" final="restriction">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="65536" />
</xs:restriction>
</ xs:si npl eType>
</ xs: el ement >

<xs:el enent nanme="abstract" final ="restriction">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="4096" />
</xs:restriction>
</ xs:si npl eType>
</ xs: el ement >

<xs: el enent nane="i mage" >
<xs: conpl exType>
<XS:sequence>
<xs:elenment ref="pv:imgeURL" m nCccurs="1"

maxQccur s="1"

maxCccur s="1"

<xs:elenent ref="pv:title" mnCccurs="1" naxCccurs="1" /

</ Xxs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="get Prepar edVi deoTokenMessageType" >

<xs: conpl exType>
<XS:sequence>
<xs:elenent ref="pv:content| D' m nQccur
maxCccur s="1" />
<xs:elenent ref="pv:oui" m nCccurs="1"

s="1"

maxQccur s="1"

<xs: el enent ref="pv:pvBi ndi ngbata" m nCccurs="1"

maxQccurs="1" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="get Prepar edVi deoTokenMessageResponseType" >

<xs: conpl exType>
<Xs:sequence>
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<xs: el enent ref="pv:status"
maxQccur s="1" />
<xs: el enent ref="pv:pvtData"
maxQccur s="1" />
</ xs: sequence>

</ xs: conpl exType

>

m nCccur s="1"

m nCccur s="1"

</ xs: el enent >

<xs: el enent

nane="get PVTCont ent O f er sMessageType" >

<xs: conpl exType>
<XS:sequen

<xs:el ement ref="pv:|anguageCode" ni nCccurs="1"
maxCccurs="1" />

<xs:el enment ref="pv:pvSessionl D' m nCccurs="1"
maxQccurs="1" />

<xs:elenment ref="pv:content! D' m nCccurs="0"
maxQccurs="1" />

<xs:elenment ref="pv:title" m nCccurs="0"
maxCccurs="1" />

<xs:elenment ref="pv:pvMetabData" m nCQccurs="0"
maxQccurs="1" />

<xs:el ement ref="pv:contentNodeURL" mi nCccurs="0"
maxCQccurs="1" />

ce>

</ xs: sequence>

</ xs: conpl exType>

</ xs: el enent >

<xs: el enent

<xs: conpl exType>
<XS:sequence>

<xs: el enent

ref =" pv: | anguageCode"

maxQccur s="1" />

<xs: el enent

</ xs: sequence>
</ xs: conpl exType>

</ xs: el enent >

<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent

</ schema>

ref =" pv: pvCont ent Node"
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nane="get PVTCont ent O f er sMessageResponseType" >

nane="status" type="xs:nonNegativel nteger" />
name="st at usMessage" type="xs:string" />
name="pvt | nfo" type="xs:base64Bi nary" />
nane="1| anguageCode" type="xs:string" />
nane="cont ent NodeURL" type="xs:anyURl" />
name="i mageURL" type="xs:anyURl" />
name="oui" type="xs:string" />
nane="par ent NodeURL" type="xs:anyURl " />
nane="price" type="xs:string" />
name="fi nanci al Applicati onURI " type="xs:anyUR" />
nane="fi nanci al HTMLURL" type="xs:anyURl " />
nane="content| D' type="xs:string" />
nane="pvBi ndi ngDat a" type="xs: base64Bi nary" />
nane="pvSessi onl D' type="xs:string" />
nane="pvMet aDat a" type="xs: base64Bi nary" />

m nCccur s="1"

m nCccur s="0"
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